MOBILE BANKING SECURITY
MidWestOne Bank’s Mobile Banking service provides you with a convenient way to check your account activity on the
go. Similar to other online banking services, the proper security controls should be in place to ensure your information
remains safe. In general, it is best to treat your mobile device the same way you should treat a laptop or desktop when
it comes to security. Below are some tips for mobile banking users.
Password Protect Your Phone
We recommend that you set your device to require a PIN or password to be unlocked. This is your first line of defense
against unauthorized access to your device should it be lost or stolen.
Delete Old Text Messages
If you enroll in the SMS text messaging service through Mobile Banking, remember that it is a good idea to delete old
text messages that you no longer need. Although Mobile Banking text messages only include transaction information,
leaving that old information in your device’s inbox is an unnecessary risk.
Avoid Unsecured Wi-Fi Networks
Many mobile devices are enabled to connect to Wi-Fi networks to access the internet, sometimes automatically. Be
sure that the Wi-Fi feature of your device is turned off and that it is only turned on when accessing secure networks.
Likewise, disable your device’s Bluetooth connectivity if not in use.
Take Advantage of Security Features
Most mobile devices offer data encryption and firewall features. Make sure the security settings on your device are set
to enable these protections. Some devices offer a remote wipe feature which will give you the option to delete the data
from your phone should it be lost or stolen. Additionally, consider installing a security suite on your device. Similar to
desktop or laptop computers, security programs are available that help protect your device from viruses and malware.
Be Wary of Unsolicited Text and E-mail Messages
Do not open unsolicited text messages or e-mails sent to your mobile device from senders you do not recognize. These
messages way contain malicious software designed to capture sensitive information. It is recommended that these
messages be deleted. Similarly, only download applications from trusted sources.
Use Caution While Charging Mobile Devices
Complimentary or fee based phone charging kiosks are growing in popularity. Many airports in the United States now
offer travelers access to mobile device charging stations. Fraudsters may use a compromised kiosk’s connection cables
to place malicious software or extract confidential data from mobile devices. Use caution when utilizing these stations.
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